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Abstract

During emergency many times doctor requires patients
medical history before initiating any treatment. It is tedious
to carry medical record all the time. At times it’s impos-
sible, hence to overcome this problem we have proposed a
NFC based system which consists of chip implanted in pa-
tients body. This chip will contain patients details such as
his name, address, blood group, medical history, allergies
and other details which will be prioritized as primary and
secondary data. Primary data can be availed on the NFC
chip itself and secondary data will be present on cloud in
case its necessary. By scanning implanted chip,doctor can
easily obtain all the details of the patient. It will reduce the
doctors time for carrying out tests before treatment. Thus,
this model will pace up the actual treatment.
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1 Introduction

Near Field Communication (NFC) has proved to be one of the most
dominant technologies for low range communication. It is a wire-
less communication technology which allows reliable and high-speed
data transfer when devices are in close range. It is based on RFID
technology and uses magnetic field induction. NFC provides a re-
liable data transfer and hence can be used for secure contactless
transactions and allows two devices to communicate just by touch-
ing the devices. NFC works at 13.56MHz frequency band and can
operate at a distance around 20 cm although its optimal operating
distance is around 4 cm. [18]

NFC can operate in three modes namely Peer to Peer, Card Em-
ulation and Read and Write mode. For the communication between
two device using NFC, one device must have an NFC reader /writer
and other must have an NFC tag. The tag is IC which contains
data which can be read and written.

NFC supports wide range of applications in our quotidian life
which includes using NFC as a payment option so we dont have
to provide our credit or debit card details and also NFC can act
as our bus or train ticket all we need to do is swipe our device
when we are boarding and swipe again when we hop off .Sharing
of data between devices can be done in no time.Other uses of NFC
comprises of splitting bills , health care , using NFC as ID cards and
many more.Imagine using NFC to store our passwords which will
eliminate the tumultuous job of recalling passwords for different
accounts and websites.[18] Previously there was an attempt to use
RFID tag in tracking medical history. But it wasn’t enough because
of several factors such as security, low storage capacity, need of
RFID tag reader etc.NFC eliminates many of these factors which
can be beneficial in applications such as medical history retrieval.

2 LITERATURE SURVEY

Previous Work-
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Operating Modes of NFC-

In NFC standard there are three separate modes of operation
which depends on the type of information.

Peer to peer mode: In this mode, two NFC devices can com-
municate in both directions, for instance exchange of data between
two smartphones using NFC. During transmission, the device that
sends acts as active device while device that receives data act as
passive device.

Read/write mode: This mode allows to read and write the
data on the tag. Tag consists of labels. It is widely used.

Card emulation mode: In this mode, NFC is used as smart
contactless card which can be used for making payments at stores
and railway stations.

Advantages of NFC over other(Bluetooth,RFID)-

NFC does not require pairing like Bluetooth to initiate data
transfer. This reduces significant amount of overhead. [17]

NFC transfers data at low data speeds (106 kbps - 424 kbps).
Hence, consumes less power.

Both connected devices can communicate in bidirectional man-
ner i.e. both devices can send and receive data simultaneously.

3
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Easy to use, Small - NFC tags are compact and small.

NFC is used for short range communication, hence there is no
interferences of more than one chip. [17]

As, the chip can only be accessed within short range, there is
no risk of information stealing from unauthorized person.

NFC is comparatively secure. The security of NFC is imple-
mented at the hardware chip layer and protocol layer whereas in
Bluetooth the security is implemented only in the protocol level.

Gap Analysis-

The major concern in usage of RFID is its security. RFID tags
have a range up to 12 metres, so it poses a security threat. Data
stored in RFID tags may be sensitive. As RFID tag has long range
of transmission, information stored can be easily accessed and mod-
ified by unauthorized person. Security of tags must be maintained.
Patient needs to carry RFID and NFC cards/tags along with them
while visiting hospital but many times it becomes tedious to carry
these tags along. RFID and NFC tags can get affected because
of external environment which may result to corruption of data
in the NFC tag. Many times, two or more tags are read together
which results in gambled data.During emergent medical conditions,
it becomes difficult to get patient’s pastmedical record for further
treatment. Carrying medical files along all the time is not feasible
solution. Person may be unconscious and alone sometimes, so get-
ting the personal details becomes difficult. RFID cards or tags can
store up to 2KB of information on them. Many times, it becomes
difficult to write data of large size. Here, less memory storage is
the main challenge while using RFID in system. Systems based on
RFID requires special RFID reader to read/scan the information
on the tag. Hence it becomes necessary to have expensive RFID
reader.

After the survey, we came to conclusion that there should be an
efficient system for medical history/data retrieval.

In this paper we have tried to cover this gap of earlier system
by proposing an efficient NFC implanted system.

3 Proposed model

System overview
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Our proposed system consists of implanted NFC chip which
will be implanted in patients body, Smartphone Application which
is used to write data on cloud and NFC tag. Patients Data will
be classified into 2 types: 1) Primary data, 2) Secondary data.
This data is classified based on the emergency requirement. Pri-
mary data includes data which is most important for medical staff
in emergency situations to treat the patient. This data is stored
on the chip for quick access. Secondary data can be considered as
petty but can be used by doctors for detailed reports. Later, this
data is stored on the cloud and can be retrieved by the doctor as
and when it is needed. Primary data will contain one attribute
called Link. Using this attribute doctor will be redirected to the
page where all the data which consists of primary and secondary
data from cloud is displayed. Primary data includes patients name,
blood group, medical records, allergies, operations and a cloud link
which will provide doctors with other secondary details like Ad-
dress, emergency contacts, patients doctor details, medical history
in plain text format.

Data prioritzation

medicines

e
i
Paitent-Doctor

Fig 1: NFC implanted chip- Data Prioritization

When Patient is admitted to a hospital, doctor can simply scan
the NFC implanted chip present in patients body and get his/her
medical details instantly. Thus, it reduces the time taken by doctor
to begin the treatment. Also, various issues with the traditional
file system such as misinformation, misinterpretation of prescribed
medicines can be reduced.

To prevent the radiations of human body from damaging the
implanted NFC chip, the chip will be encapsulated in a glass capsule
before implanting. Glass capsule will allow the sensor information
to pass through it but will block the radiations from body and
thereby increasing the reliability of the chip.
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Fig 2 - Our Proposed System

This system is proposed as an android application to enable the
doctors to manage patients medical record using smartphones. The
model consists of 3 main parts:

1)NFC readers - A smartphone to read information from NFC
tag.

2)NFC implanted chip - NFC chip will be implanted in patient
which will store medical details.

3)Database - It will contain the patients entire details.

Mathematical model

According to the proposed model , data are represented in a
key-value pair as

(K1,V1)7(K2,V2),(K3,V3)a """ a(KmVn)

After certain check-ups and tests conducted from the doctor ,
this data will be expanded as (Ki,{Vi1, Vi2, Viz, -+, Vim})

(K2, Var, Vag, Vag, -+, Va)

(K {Vi1, Vazs Vg, =+ s Vi })

The problem is to select only those data items which have
abruptly changed over time.

To solve this problem , lets only consider 1st key and value set.

(K1, Vi1, Vig, Vig, -+, Vim})

Vi= {Vlh Via, Vi, -+ 7V1m}8

Find out the mean of values as

Calculate standard deviation as

o \/zz'ixvu — )’

m
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Find out Coefficient of Variance (CV) as

cv =2

1

Considering the medical attributes , slight change in value may
also mean huge change in patients overall health , the boundary
value is selected as 0.05.

There are 2 cases for CV:-

1. If CV<0.05 then only recent 3 values can be selected.

2. If CV>0.05 then we need to decide which values should be
selected.

Find out absolute differences
d(i) = abs(Viy1 — Vi)

where,

i varies from 1 to m-1

Let D be set of differences such that

D={dy,ds,d3, -+ ,dp_1}

Divide each item in the set D by Dmax and let this set be D

Find out the position of items with values greater than 0.5 from
D

If i is the position of value greater than 0.5 from set D then
select data items which are at position i and i+1 from set V.

Advantages and applications

The application will include adding, deleting and looking up of
an asset with security features (integrity check and secure login).

Features in the application will include: Add record, delete
record, look-up history, check-in and check-out details, tamper-
ing detection, secure login, use of digital signature to detect any
modification of tag data with the help of encryption & decryption

techniques.
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Fig 3Application Overview

Doctor can use system for two-major purpose

1.

Fill and Update data of the patient onto the chip:

Doctor can update the information of the Patient onto im-
planted chip using phone app.

. Scan the NFC implanted chip to get patients medical records:

Doctor gets access to primary data as well as a link which
gets directed to the cloud on which the whole data is stored.
The doctor can then update the medical information of the
patient which will get reflected automatically onto the chip.

Advantages of our System-

1.

Doctor can easily get patients details by scanning NFC im-
planted chip in patients hand.

. Secure data transmission.

Due to data prioritization, necessary data can be availed
within no time.

A smartphone enabled with NFC can be used to scan NFC
chip. So, no need to carry special readers.

. Secondary Data will be stored on cloud.

Faster treatment process during emergencies: During emer-
gency, doctors can obtain information by scanning chip which
results in fast treatment process.

Easy to maintain and use.

No Prior connections are required like Bluetooth.

Special Issue



International Journal of Pure and Applied Mathematics Special Issue

4 FUTURE SCOPE

Despite this system solves many problems, there are still some issues
yet to be resolved.

Security is a major concern as someone can try to change the
data on the chip with malicious intent. So, a data encryption algo-
rithm can be used to make the data in the chip more secure.

Further NFC chips can be designed with more data storage so
that all the data can be stored in the chip itself and the use of
cloud can be eliminated. There must be some security measure
which allows only authorized person to access the data after the
patient is dead. This must be done to avoid misuse of the patients
data.

5 CONCLUSION

In this paper, we proposed a system containing a NFC chip im-
planted in human body which can be used to obtain patients med-
ical record. It contains primary data (stored on the chip) and sec-
ondary data (stored on cloud). The main benefit of the system
is usage of NFC chip instead of RFID which makes the data more
secure as NFC has less range when compared to RFID. Major draw-
back of doing the tedious tasks of paperwork is eliminated because
of the portable nature of the system. Implanted NFC chip is a
glass capsule which protects the data from getting corrupted due
to different elements inside human body and other external threats.
Thus, NFC implanted chip in human body proves to be more reli-
able and efficient as compared to existing systems. Using this chip,
treatment process can be carried out briskly without wastage of
time. The system suppresses the possibility of fatal damage due to
delay in treatment. Also, the factors such as data accuracy can be
preserved. The system saves doctors valuable and patients arduous
savings.
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